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Holistic approach for product diversity based on Linux




Project Mission Statement

P

A versatile open source infrastructure originally tailored to the
automotive connectivity needs and fit for a wide variety of electronic
devices. Security and modularity are two of its primary strengths.

Apertis provides a feature-rich framework supporting add-on software

and resilient upgrade capabilities. Beyond an operating system, it offers
new APIs, tools and cloud services.
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“In a few years, every electronic product
will be internet-capable. The question is
no longer if, but when.”

Dr. Volkmar Denner

Chairman, Board of Management
Robert Bosch GmbH

6 Bosch Software Innovations GmbH | INST-CSS/BSV-0S | 11/05/2019 BOSCH
© Bosch Software Innovations GmbH 2019. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution as well as in the event of applications for industrial property rights. ! /




Typical Demand of Industrial Devices

> Today systems evolve: Development lasts until end of product usage
> Products are integrated into systems, e.g., an loT service

> Time-to-market is rather short these days
>  Efficiency of development

> Collaboration in ecosystems where new trends are magically prepared

>  Blurring boundaries for products
> Specialized products for specific use cases

> New services on top of existing products
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Typical Demand of Industrial Device Software

> Optimized for specific hardware
> Optimized for specific functionality

> Secure, reliable, simplified user interface, perfect integration into relevant environment, easy to use
plug & play connectivity

> Hardening against any kind of attack

> Integration of commercial and proprietary components
> Life-cycle management of used components

> Secure & reliable update system

> Reuse of infrastructure and general components

> App concept with two level of trust in the software stack (base system & applications)
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Harvesting best OSS for loT device Linux

>
Robust, pre-qualified, External ! Internal
Source Code fne:#:tgg ol?ka o Steps from 100M raw ; Steps from one
compgsmé)ns 9 OSS components 1 generic firmware

() ©

GitHub debian

to optimized firmware i
construction kit for loT !
devices i

=

construction kit to
firmware of 10K loT
device models

'© BOSCH
i 10T Device
Linux

RB Mobility
RB Industry
RB Residential

Approach: from variety of OSS artifacts — to a tailored distribution — for many loT devices
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Harvesting best OSS for loT device Linux

Robust, pre-qualified, External !
security/policy |
Source Code managed package Steps from 100M raw |
compositions OSS components !

to optimized firmware !
construction kit for loT !

GitHub debian
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E Industrial Strength Components
Source or binary
= E Tested in reference systems
Open source metadata
Vulnerability data and mgmt
Ready to use
Prepared for long term
support

S-BOM enabled
Seamless infrastructure extension
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Aspects of the project

Infrastructure
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Collaboration & Infrastructure
Implements workflows and sets up infrastructure for

Tooling, mechanism, and Infrastructure to increase system
collaborative SW development of a consistent and evolving

CITHELINUXFOUNDATION

common base to enable customer-specific products

Cloud stack integration:
Allow easy and secure integration with existing Cloud
backends/solutions.

Add-on SW integration + deployment
SW with its own release cycle, keeps system SW unchanged

OS Pack
Hardware independent rootfs build from
a collection of SW packages (incl. MW)

HW Pack
Hardware dependent SW which
provides independence of OS to HW

SDK
SW Development Kit including documentation, sample code
and tools (e.g. IDE, debugger, etc)

Professional Engineering Services

0SS Community

Working Models




Provided Infrastructure

SOURCES

Debian maintained
software

(Debian source
packages) I'E'I

Frequently updated
FOSS software

(GIT) | Automatic
import

Customer specific

software

(GIT) Automatic
import

PSD vendor

software

(binary only) Automatic

import

BINARIES

Debian
Package
repositories

(FOSS + PSD +
Project
specific)

IMAGES/RFS TARGETS
System Evaluation
images boards
(VMs, SD
cards, eMMC, R

) Project
= boards
RFS only Virtual
(ready for Machines
custom (VirtualBox)
flashing)
UPDATES/OTA

New image / RFS

Package-based during dev.
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Modularity

Reference
System

Applications

Graphics
libraries

Middleware

Networking
stack

Base
filesystem

Bootloader
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The Community

Company 2 Company 3

Company 1

IGL

Steering & Governance

Working
Model

Supplier 1
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Governance Model

Governing
Board

oversees business decisions, budgets, outreach,
marketing/events, trademarks, etc.

Splitting business and
technical decision making
is a best practice for
open source projects.

Technical

Outreach Working Groups

Commiittee

Concepts, implementations
and maintenance

oversees evangelism, communication,
outreach, events, training
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Control complexity

> ldea:
> Get the non-competitive parts done together

> Drive innovation in collaboration

> Provide a collaboration infrastructure to get industry strength in the provided packages
> Enable maximal reuse by keeping absolute freedom for project specific solutions
> Component validation on reference hardware
> Life-cycle information like oss license information or vulnerabilities provided

> Package based images to keep traceability throughout product lifetime and provide long term support

>  Prevent big bang switch by providing modularity
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Project Principles

> Re-Use — be integrative and choose available projects whereever possible as starting point

> Upstream first — contribute as much as possible to upstream

> Modular — shift focus to distribution packages as building blocks to compose SVV-systems

> Diversity — foster specilization in compositons based on consistent building blocks in commonality
> Distributed Development model — utilize the features provided by Debian packaging system

>  Efficient — minimize individual efforts by maximizing common scopes

> Device — optimized support for embedded systems
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Thank you!



The Linux Foundation, The Linux Foundation logos, and other marks that may be used herein are owned by The Linux Foundation or its affiliated entities, and are subject to
The Linux Foundation’s Trademark Usage Policy at , as may be modified from time to time.

Linux is a registered trademark of Linus Torvalds. Please see the Linux Mark Institute’s trademark usage page at for details regarding use of
this trademark.

Some marks that may be used herein are owned by projects operating as separately incorporated entities managed by The Linux Foundation, and have their own
trademarks, policies and usage guidelines.

All other trademarks are the property of their respective owners. Use of such marks herein does not represent affiliation with or authorization, sponsorship or approval by
such owners unless otherwise expressly specified.

The Linux Foundation is subject to other policies, including without limitation its Privacy Policy at and its Antitrust Policy at
. each as may be modified from time to time. More information about The Linux Foundation’s policies is available at

Please email with any questions about The Linux Foundation’s policies or the notices set forth on this slide.
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https://www.linuxfoundation.org/trademark-usage
https://lmi.linuxfoundation.org/
https://www.linuxfoundation.org/privacy
https://www.linuxfoundation.org/antitrust-policy
https://www.linuxfoundation.org/
mailto:legal@linuxfoundation.org

